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Mohd Irwan Serigar Abdullah (third from right) with MOST] secre tary-general
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officer Ashran Ghazi (right) at the kick-off of GECommunity 2017.
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MORE SYSTEMATIC PROTECTION

CYBER THREAT: ARE WE READY?

It is important to
address recurring
cyber anomalies for
a safer cyber
environment

N 2016, CyberSecurity
Malaysia (CSM) reportedly
detected attempts of intru-
sions in several local servers
some of which belong to
Malaysia's Critical National In
formation Infrastructure (CNII)
government agencies, financial
institutions and universities.

It means that Mala;
not hide from malicious acts in
the cyber domain, and moreover,
Malaysia has been listed as
among the main countries sus
ceptible to cyber threats, accord
ing to a study by International
Telecommunications Union
(T,

In response to growing trends
of securing critical infrastruc
ture, Malaysia has gradually
shielded its CNII with more sys
tematic protection in multiple
ways, which are in tandem with
the National Cyber Security Pol
icy (NCSP).

First, as part of the govern
ment’s initiative to bolster cyber
defence, the National Security
Council (NSC), in collaboration
with CSM, organised the annual
coordinated simulation exercise,
X-Maya, to assess the cyber se
curity emergency readiness and
preparedness of CNIl agencies
against cyber attacks.

This year’s exercise also wit
nessed the utilisation of the Na
tional Cyber Coordination and
Command Centre (NC4), a na
tional level state-of the-art cyber
security centre devoted to con
fronting cyber threats and crises.
The exercise also highlighted the
importance of communication
between agencies to ensure el
fective measures are taken
against the cyber threats.

Second, in keeping with the
government’s consistent rein-
vention of its cybersecurity pro
gramme. Deputy Prime Minister
Datuk 'Seri Dr Ahmad Zahid
Hamidi, had, in June, announced
that the government will endeav
our to introduce a new legisla-
tion, the Cybersecurity Act 2017.
The new legislation would em
power the National Cybersecu
rity Agency (NCSA) to act as the

mother agency” coordinating all
efforts against cyber threats

Malaysia.

faced by the country. Employing
NCSA would complement the
role of the NSC as the highest
securily agency in the country.
T'he new legislation could pos
itively address legal measures on
managing common forms of cy
ber attacks and not just be lim
ited to content related offences.
T'his far-reaching legislation
would address the illegality of
malicious acts in cyberspace with
proportionate penaltie:
Arguably, the legislation is
sential to deal with the multi
faceted nature of the increasing
ly sophisticated cyber threats
that are not just content-related.

In addition, given the dynamics of

cyber threats, it may increase the
risk of conflict with national se
curity priorities, such as censor
ship, surveillance and other
probable measures over comput
er networks, which could super-
sede civil liberties of its perpe
trators.

Incidentally, most govern
ments in the world face the com
plexities of balancing the differ
ent aspects of state security

isks

Third, earlier this year, Defence
Minister Datuk Seri Hishammud
din Hussein announced the es
tablishment of the Armed
Forces’ Cyber Defence Operation
Centre (ATM CDOC), which will

It is fallacious to dismiss the government's effort in improving the

be under the purview of Defence
Intelligence Staff Division (DISD).
ATM CDOC is entrusted with
monitoring, preventing, control
ling and analysing cyber threats,
with primary functions of secur-
ing the national defence system

Currently, ATM CDOC oper
ates incognito, and it was pro
moted by our defence minister as
the most advanced cyber oper
ation centre among Asean coun
tries.

Fourth, the governmeni has
elevated efforts in securing the
cyber domain at international
and regional levels by participat
ing in various processes. This in
cludes the inaugural Asean Min
isterial Conference on Cyberse
curity (AMCC) in Singapore last
year.

The AMCC highlights exten
sive compromise between Asean
member states, as an agreement
was reached on the value of de-
veloping a set of practical cyber
security norms of behaviour in
the Asean region Lo ensure a se
cure and resilient cyberspace.

Discussion at the regional level
is important as it is also intended
to improve regional understand
ing of cyberspace, from finding
common lexicon to setting the
norms. It is important because
routine misperception of the
word “cyber” is one of many rea

effectiveness of cyber security in

sons why most countries do not
have a common framework to dis
cuss cyberspace.

Furthermore, the outcome of
those processes could lead to a
comparative study of approaches
of states in the region and ul
timately, vield a better sense of
shared priorities and diver
gences among the states. Cyber
threats are a serious impediment
to bolster and achieve a safer cy
ber environment

As Malaysia is on the cusp of
transforming into a truly digital
landscape, it is imperative to ad
dress the recurting cy ber anoma
lies. Thus, it is fallacious to dis
miss the government’s effort in
improving the effectiveness of
cyber security in Malaysia be
cause ultimately, it warrants
trusted systems and strategies
that necessitate staunch cy
securily practices.

While acknowledging the re
cent ITU's Global Cybersecurity
Index, which ranked Malaysia as
third most committed country in
the world in strengthening ¢ yber
capabilities, more can and should
be done

er
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Institute of Strategic and Interna

tional Studies [ISIS] Malaysia
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Kualiti Penyelidikan Bioteknologi Tempatan Meningkat -
Bioeconomy Corp

Tarikh kemaskini: 12/09/2017

KUALA LUMPUR, 12 Sept (Bernama) -- Kualiti penyelidikan dalam bioteknologi oleh universiti
tempatan dan institusi penyelidikan telah meningkat dengan ketara dalam tempoh beberapa
tahun ini, terutamanya dalam bidang kosmetik.

Ketua Pegawai Eksekutif Malaysian Bio-economy Development Corp Sdn Bhd

(Bioeconomy Corp), Dr Mohd Shuhaizam Mohd Zain, berkata penyelidikan tersebut kini

mempunyai nilai komersial yang lebih tinggi berbanding tahun-tahun sebelumnya.

“Ini menunjukkan bahawa penyelidik kita menyedari yang mereka perlu menumpukan kepada
bidang industri yang didorong permintaan, seterusnya, menyediakan penyelesaian efektif
kepada masalah sebenar," katanya.

Mohd Shuhaizam berkata demikian selepas menyampaikan Anugerah Inovasi Bioekonomi
2017 (BIA 2017) kepada pemain-pemain cemerlang daripada universiti, institusi penyelidikan
dan syarikat swasta, di sini, hari ini.

Beliau juga berkata selain penyelidikan, inovator juga perlu memikirkan bagaimana untuk
berinovasi berdasarkan kepada minat orang ramai bagi memastikan produk inovasi mereka
berjaya dikomersialkan kerana ia mempunyai nilai komersial yang besar.

Ketika ini, Bioeconomy Corp berjaya mengkomersialkan tujuh produk berasaskan bio baharu
dalam sektor kesihatan menerusi sesi padanan dengan pemain industri.

Sementara itu, Mohd Shuhaizam berkata, agensi tersebut juga menggandakan usahanya untuk
melatih graduan bagi menjadi pakar dalam pelbagai bidang berasaskan bio memandangkan
lonjakan permintaan yang dijangkakan dalam tahun-tahun akan datang.

"Ketika ini kami melatih lebih ramai orang kerana ia akan mengembangkan kapasiti sektor
dalam menjana peluang ekonomi baharu," katanya.

Sementara itu, di BIA 2017, penyelidik daripada Universiti Teknologi Malaysia, Dr Mariani Abdul
Hamid meraih anugerah Inovasi Paling Cemerlang bagi projek Pemulihan Kulit Terbaik:
Androex Bagi Penyembuhan Luka dan Merawat Parut dan penyelidik Universiti Malaysia
Terengganu, Dr Wan Iryani Wan Ismail, dianugerahkan Inovasi Bioekonomi Terbaik Tahun Ini
bagi projek Marno: Marine Nanoparticle Reducing Agent from Malaysian Shore.

Mereka merupakan antara pemenang daripada 26 anugerah yang disampaikan pada maijlis itu
yang bersempena dengan acara Bio Malaysia & Asia Pacific Bioeconomy 2017 yang diadakan
dari 11-13 Sept, 2017.

-- BERNAMA
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Local Research Quality Increases, -- Bioeconomy Corp

Last update: 12/09/2017

KUALA LUMPUR, Sept 12 (Bernama) -- The research quality in bio-technology by local
universities and research institutions has increased significantly over the years, especially
in the cosmetics field.

Malaysian Bio-economy Development Corp Sdn Bhd's (Bioeconomy Corp) Chief
Executive Officer, Dr Mohd Shuhaizam Mohd Zain, said the research now has higher
commercial value compared to previous years.

"This shows that our researchers realised that they should be focusing on industry and
demand-driven fields, hence, provides effective solutions to real problems," he said.

Mohd Shuhaizam said this after presenting the Bioeconomy Innovation Awards 2017 (BIA
2017) to outstanding players from universities, research institutions and private companies
here today.

He also said besides research, innovators should also think of how to innovate based on
people's interest, which would lead to successfully commercialising their innovations as
they had great commercial values. ;

Currently, Bioeconomy Corp has managed to commercialise seven new bio-based products
mainly in the health sector through matching sessions with the industry players.

Meanwhile, Mohd Shuhaizam said, the agency was also doubling its efforts to train
graduates to become experts in various bio-based fields as there would be a surge in
demand in the coming years.

"We are currently training more people as it will expand the sector's capacity in generating
new economic opportunities,” he said.

Meanwhile, at the BIA 2017, Universiti Teknologi Malaysia researcher, Dr Mariani Abdul
Hamid, was awarded the Most Promising Innovation for her Excellent Skin Repair: Androex
For Wound Healing and Scar Treatment project and Universiti Malaysia Terengganu
researcher, Dr Wan Iryani Wan Ismail, was awarded Bioeconomy Innovation of the Year for
her Marno: Marine Nanoparticle Reducing Agent from Malaysian Shore project.

They were among the winners from 26 awards presented at the awards ceremony in
conjunction with the Bio Malaysia & Asia Pacific Bioeconomy 2017 event held from Sept 11-
13, 2017.

-- BERNAMA
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TPM Biotech Targets 30 Pct Growth Via Wider Domestic,
Regional Outreach

Last update: 12/09/2017

KUALA LUMPUR, Sept 12 (Bernama) -- TPM Biotech Sdn Bhd has targeted to achieve
a 30 per cent business growth within the next two to five years through a wider and
aggressive domestic and regional outreach programme.

Participating at the BioMalaysia and Asia Pacific BioEconomy Exhibition 2017
(BioMalaysia 2017) here from Sept 11 to 13, TPM Biotech is showcasing its signature
brand of Herbs Garden Garcinia Plus, Herbs Garden Peria and Herbs Garden Smilax
Plus herbal-based products.

TPM Biotech Head Ema Ukhtiah Zakaria said by adopting a more aggressive approach
towards reaching out domestically and regionally, it would enable the company to help
create greater awareness and accelerate the growth of entrepreneurs in the
biotechnology sector.

“The outlook for herbal-based biotechnology products continuously remains strong at
both local and global markets levels. It is for this reason that we want to strengthen and
sustain our foothold in the market by promoting our Herbs Gardens range of products at
BioMalaysia 2017.

"We are confident that this exhibition will give us an opportunity to reach out to a wider
audience target both domestically and regionally," she said in a statement today.

Ema said it would also provide the necessary platform to promote the wide range of
internationally benchmarked facilities and services that TPM Biotech has to offer
existing and potential enterprises in biotechnology.

The TPM Biotech Herbs Garden range of products are locally manufactured at its
factory in Raub, Pahang.

The facility is fully equipped with machinery and equipment capable of offering contract
manufacturing to small and medium enterprises.

"Working closely with our customers, we assist biopreneurs by offering advisory and
counselling, incubation facilities and services, commercialisation of products, contract
manufacturing and also developing strategies to maximise their return on investment.

"Customers can be assured of the highest product quality as commitment to excellence,
international practices and processes, and stringent quality controls in meeting highest



level of international standards have always been our forte," she said.

Ema said another distinct advantage of TPM Biotech was its highly advanced science
laboratory which was equipped with the latest technologies for halal analysis and
verification.

TPM Biotech'’s facility in Pahang has earned Good Manufacturing Practices (GMP)
status, accorded by the Ministry of Health's National Pharmaceutical Control Bureau.

TPM Biotech, a subsidiary of Technology Park Malaysia Corporation Sdn Bhd, has
earned internationally recognised accreditations with 1ISO9001:2008 and IEC 17025
certifications.

In addition, its functional food processing area is a HACCP accredited facility.

-- BERNAMA
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